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Navigating the internet should be an adventure, not a worry, so to support schools this 
Safer Internet Day we're thrilled to offer you this Online Safety Toolkit packed with free 
resources to unlock the magic of online learning while safeguarding every step.

No need to trawl the web for hours – we've done the legwork! Inside, you'll find 
interactive activities, thought-provoking discussions, and age-appropriate guidance for 
students, teachers, and your family.

As a bonus, you'll also have eye-catching posters to spread the safety message inside and 
outside of school.

So, whether you're an educator, a parent or a student eager to explore the online universe, 
this guide is for you. Dive in, share it with your network, and let's begin the journey towards 
a safer, smarter, and more empowering online experience for all.

Online Safety Calendar 

This annual ‘Online Safety Calendar’ offers 
you engaging ways of incorporating online 
safety advice into the curriculum.

BBC – Online Safety Resources 

A collection of teaching resources that can 
be used to explore online safety with both 
primary and secondary pupils.
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Resources for Primary Education

Jessie and Friends – 4-7s  Website 

A fun and interactive website for 4-7 year 
olds, based on the Jessie & Friends 
animated series.

Limiting harm from upsetting content 

Advice and activities, adaptable for use 
with learners aged 5-11 years old about 
how to respond if they see upsetting 
content online.

Official Safer Internet Day Resources 2024      

Ages 3-7    Ages 7-11

https://d1xsi6mgo67kia.cloudfront.net/uploads/2023/11/Safer-Internet-Day-resources-for-3-7.zip
https://d1xsi6mgo67kia.cloudfront.net/uploads/2023/11/Safer-Internet-Day-resources-for-7-11.zip
https://www.childnet.com/wp-content/uploads/2021/12/Online-Safety-Calendar-2023-4.pdf
https://www.bbc.co.uk/teach/online-safety/z8w8bqt
https://www.thinkuknow.co.uk/parents/articles/4-7s-website/
https://www.childnet.com/wp-content/uploads/2023/03/Activities-to-help-learners-who-may-see-upsetting-content.pdf


Undressed 

Being coerced or tricked into revealing 
themselves online is not exclusive to 
teenagers and so these resources help 
to open the conversation with younger 
children and why.

The Online Together Project

A tool promoting a positive and inclusive 
culture online.

All Fun and Games?

Ages 3-7 
Learning activities for exploring respect and 
relationships online, with a focus on gaming 
and interactive entertainment spaces.

Play, Like, Share

This three-episode animation for 8-10 
year-olds helps them to learn how to spot 
pressuring and manipulative behaviour 
online and to stay safe from other risks they 
might encounter online.

Reel Life 

(Video)    
An interactive resource to help young 
people aged 9-14 identify the potential 
risks of social media.

Moving on up (videos)

A toolkit with videos and lesson plans 
for adults helping young people aged 
10-13 with the online aspects of moving
to secondary school.

Just a joke?
Lesson plans, quick activities, a quiz and 
a teaching guide designed to explore 
problematic online sexual behaviour with 
9-12 year olds.

Be SMART online

A leaflet for 4 -11 year olds on Childnet’s 
SMART with a heart rules for safer 
internet use.

Watching and sharing videos online

A lesson plan looking at watching and 
sharing videos online for young people 
under the age of 13.

Being Smart with Your Smartphone

The lesson is designed for teachers to 
use with 8-11 year olds to help them 
understand that it is possible to spend real 
money through their phones, recognise 
how this can happen and avoid being 
caught out.

Online Identity Toolkit 

Ages 3-7   
A series of education packs to encourage 
young people to explore how they manage 
their online identity, and how the internet 
shapes how they think of themselves and 
others.

Ages 7-11

Ages 7-11(Printable version)

https://undressed.lgfl.net/
https://www.internetmatters.org/resources/theonlinetogetherproject/
https://www.childnet.com/wp-content/uploads/2021/12/All-fun-and-games-Ages-3-7.zip
https://www.childnet.com/wp-content/uploads/2021/12/All-fun-and-games-Ages-7-11.zip
https://www.thinkuknow.co.uk/parents/playlikeshare/
https://apps.childnet.com/reellife/
https://www.childnet.com/wp-content/uploads/2023/03/ReelLife-Printable-Version-and-Suggested-Activities.pdf
https://www.childnet.com/resources/moving-on-up/#videos
https://www.childnet.com/resources/just-a-joke/
https://www.childnet.com/wp-content/uploads/2020/07/SMART-Z-Cards.pdf
https://www.childnet.com/wp-content/uploads/2021/08/Watching-and-sharing-videos-online-resource.pdf
https://www.childnet.com/wp-content/uploads/2020/07/Phone-Paid-Services-Pack.zip
https://www.childnet.com/wp-content/uploads/2020/08/3-7s-Education-Pack1.zip
https://www.childnet.com/wp-content/uploads/2020/08/7-11s-Education-Pack.zip


Official Safer Internet Day Resources 2024

Ages 11-14     

Artificial Intelligence and Online Safety

AI is changing the way we use technology. 
This hub breaks down everything you need 
to know about how to continue to stay safe 
online.

Digital Wellbeing

Information, guidance and resources 
to help support digital wellbeing in children 
and young people.

Trust Me

This resource focuses on inaccurate and 
pervasive information online and opens 
up discussions to develop critical thinking 
skills.

BBC – Online Safety Resources 

A collection of teaching resources that can 
be used to explore online safety with both 
primary and secondary pupils.

To stream or not to stream?

Learning activities to generate discussion 
about livestreaming and related online 
safety messages.

Fake News?

Welcome to the Snopes Daily Challenge 
Game. Let's see if you can determine 
if a claim is true or false.

Digital Resilience

A lesson plan to help young people aged 
11-14 manage their online lives and build
their digital resilience.

DON’T @ ME

A lesson exploring what cyberbullying 
is and how to manage behaviour online.

Digital Leaders 

The Childnet Digital Leaders Programme 
is a youth leadership training programme 
empowering young people to educate 
their peers about online safety.

Online Safety and Gaming

From socialising online to in-game 
purchases to the future of interaction, 
find out everything you need to know 
about online safety in gaming.

FRIEND REQUEST PENDING…

A lesson which explores the positive and 
negative aspects of meeting new people 
online, and how to spot the warning signs.

Going Viral – Lesson Plan

A comprehensive module introduction 
to the Going Viral module for teachers 
and educators including: background 
content, key points to consider, curricular 
link, lesson objectives, ground rules and 
safeguarding advice.  

#NoFilter

A lesson which focuses on the impact social 
media can have on our self-esteem.

Step Up, Speak Up!

The Step Up, Speak Up! Teaching Toolkit 
is a practical, interactive and 
scenario-based resource which addresses 
the issue of online sexual harassment 
amongst 13-17 year olds.

Resources for Secondary Education

Ages 14-18

https://d1xsi6mgo67kia.cloudfront.net/uploads/2023/11/Safer-Internet-Day-resources-for-11-14-1.zip
https://d1xsi6mgo67kia.cloudfront.net/uploads/2023/11/Safer-Internet-Day-resources-for-14-18.zip
https://swgfl.org.uk/topics/artificial-intelligence/
https://swgfl.org.uk/assets/documents/digital-wellbeing-resource.pdf
https://www.childnet.com/wp-content/uploads/2021/03/Trust-Me-Secondary-Pack.zip
https://www.bbc.co.uk/teach/online-safety/z8w8bqt
https://www.childnet.com/wp-content/uploads/2021/11/Livestreaming-Scenarios.pdf
https://www.snopes.com/game/
https://www.childnet.com/resources/digital-resilience/
https://dtled.org/downloads/6-dont-me/
https://digital-leaders.childnet.com/
https://swgfl.org.uk/assets/documents/online-safety-and-gaming.pdf
https://dtled.org/downloads/4-friend-request-pending/
https://dtled.org/downloads/0-going-viral-module-introduction/
https://dtled.org/downloads/3-nofilter/
https://www.childnet.com/resources/step-up-speak-up/teaching-toolkit/


Online Safety and Social Media

Social media has the power to connect 
people from all over the world. This is 
a break down of everything you need to 
know about staying safe on social media.

Find the Fake 

Can you find the fake online? Select an 
age-appropriate quiz to play as a group 
(adults versus children) to learn and test 
your knowledge on fake news, 
disinformation and misinformation and how 
to stop it from spreading.

Digital Matters 

The Digital Matters platform uses free 
interactive lessons and dynamic storytelling 
to help teachers engage young people in 
online safety lessons. 

Online Identity Toolkit 

Ages 11-14 
A series of education packs to encourage 
young people aged 3-18 to explore how 
they manage their online identity, and how 
the internet shapes how they think of 
themselves and others.

TikTok Playbook 

This TikTok Playbook has all the information 
and advice you need to support students 
to use the platform safely. 

Going too far? 
The Law and Online Extremism 

A practical resource for teachers to 
empower young people to recognise 
examples of extremist behaviour and 
content online, building resilience through 
critical thinking and how to access support. 

Talk it over

Teaching activities to start empathetic, 
honest, and evidence-based conversations 
on online hate and how to tackle it with 
13-17 year olds.

Ages 14-18

https://swgfl.org.uk/assets/documents/online-safety-and-social-media.pdf
https://www.internetmatters.org/issues/fake-news-and-misinformation-advice-hub/find-the-fake/
https://www.internetmatters.org/digital-matters/
44747
Underline

https://www.childnet.com/wp-content/uploads/2020/08/11-14s-Education-Pack.zip
https://www.childnet.com/wp-content/uploads/2020/08/14-18s-Education-Pack.zip
https://www.internetmatters.org/tiktok-playbook/#tiktokplaybook
https://goingtoofar.lgfl.org.uk/
https://www.childnet.com/wp-content/uploads/2020/12/Talk-It-Over.zip




Keeping Under Fives Safe Online

Advice and top tips for parents and carers 
for keeping young children safe online.

Parents and Carers Toolkit 
Three resources that offer practical tips and 
advice on different aspects of keeping your 
child(ren) safe online.

Parents and Carers Resource Sheet 

Family Agreement 
Parents’ and Carers’ Guide: 
Let’s talk about life online 

Supporting young people online: 
Advice for foster carers and adoptive 
parents

Adoptive Parents  
Practical advice to help foster carers and 
adoptive parents discuss the online world 
with their children and support them in 
using it safely and positively.

Moving On Up for Parents and Carers

Helping young people aged 10-13 
with the online aspects of moving to sec-
ondary school.

Online Sexual Harassment: 
Advice Leaflets

Advice leaflets, a short film and further 
information for parents and carers about 
online sexual harassment amongst young 
people.

Nude selfies: 
what parents and carers need to know

Teenagers tell us that sharing sexual 
pictures and videos is not unusual. It can be 
risky but don’t panic, there are steps you 
can take if things get out of control.

Privacy settings: 
a guide for parents and carers

Children love to socialise and share online. 
In this article we look at privacy settings 
and how they can help your child to 
manage the content they share and who 
they connect with.

My Life Online – Conversation Guide 

A practical resource to guide parents, 
carers or other adults in an open 
conversation with a child about life online.

Social media - activity sheet

A choice of 4 conversation starters, 
depending on if your child is on social 
media, 3 online safety actions and a fun 
family task, you can learn together about 
safer social media use.

Going Viral

A guide for parents and guardians about 
supporting young people to be safe when 
engaging with or participating in online 
challenges. 

Resources for Parents and Carers 

Foster Carers

https://www.childnet.com/wp-content/uploads/2020/07/Keeping-Under-Fives-Safe-Online2.pdf
https://www.childnet.com/wp-content/uploads/2020/07/Parents-and-Carers-Resource-Sheet.pdf
https://www.childnet.com/wp-content/uploads/2020/07/A3-Family-Agreement.pdf
https://www.childnet.com/wp-content/uploads/2021/11/Lets-talk-about-life-online.pdf
https://www.childnet.com/wp-content/uploads/2021/02/Adoptive_Parents_A4_Online_Final.pdf
https://www.childnet.com/wp-content/uploads/2021/02/Foster_Carers_A4_Online_Final.pdf
https://www.childnet.com/resources/moving-on-up/#parents-and-carers
https://www.childnet.com/resources/online-sexual-harassment-advice-leaflets/
https://www.thinkuknow.co.uk/parents/articles/Has-your-child-shared-a-nude-selfie-subtitled/
https://www.thinkuknow.co.uk/parents/articles/a-parents-guide-to-privacy-settings/
https://www.childnet.com/wp-content/uploads/2022/05/My-Life-Online.pdf
https://www.thinkuknow.co.uk/globalassets/parents--carers/pdf/activity-sheet_social-media.pdf
https://dtled.org/downloads/a-guide-for-parents-guardians/


Embedding Online Safety 

Primary Schools
Guidance for educators and other 
professionals on embedding online safety 
messages across the primary and 
secondary school curriculum.

Staff Led Parent 
Online Safety Presentation
This parent online safety presentation is 
designed to be delivered by the online 
safety lead, or designated staff member, 
in your school, organisation or childcare 
setting.

Moving on up Lesson Plans

Lesson plans for adults helping young 
people aged 10-13 with the online aspects 
of moving to secondary school.

Digital Resilience Framework 

A framework and tool for organisations, 
policymakers, schools and companies to 
use to embed digital resilience thinking into 
products, education and services.

Technology in Schools Survey 2022-23

Results of the survey on technology use 
and suitability within the school sector in 
England.

DfE Digital Standards: 
Filtering and Monitoring

Schools and colleges should provide a safe 
environment to learn and work, including 
when online. Filtering and monitoring are 
both important parts of safeguarding pupils 
and staff from potentially harmful and 
inappropriate online material.

Working Together to Safeguard Children

Statutory guidance on multi-agency 
working to help, protect and promote the 
welfare of children.

Building your School’s Cyber Defence: 
A Cyber Security Guide
Cybercrime isn’t just a technical issue. 
We are all responsible for keeping our 
colleagues, students and data safe and 
secure. 

Keeping Children Safe in Education 

Statutory guidance for schools and colleges 
on safeguarding children and safer 
recruitment. Safeguarding and Remote 
Education Understand how to follow 
safeguarding procedures when planning 
remote education strategies and teaching 
remotely. 

Providing Remote Education: 
Guidance for Schools 2023 

A free toolkit for schools that covers 360 
learning outcomes for pupils and students 
aged 4-18. How schools can maintain their 
capability to provide remote education 
when it is not possible for some or all their 
pupils to attend in person.

Reports, Guides and Frameworks for Teachers 

Secondary Schools

https://www.childnet.com/wp-content/uploads/2020/07/Embedding-Online-Safety-Primary.pdf
https://www.childnet.com/wp-content/uploads/2020/07/Embedding-Online-Safety-Secondary.pdf
https://www.childnet.com/wp-content/uploads/2023/09/Staff-Led-Parent-Carer-Online-Safety-Presentation-Delivery-Instructions-2023-24.pdf
https://www.childnet.com/resources/moving-on-up/#educators
https://www.gov.uk/government/publications/digital-resilience-framework
https://www.gov.uk/government/publications/technology-in-schools-survey-report-2022-to-2023
https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges/filtering-and-monitoring-standards-for-schools-and-colleges
https://www.gov.uk/government/publications/working-together-to-safeguard-children--2
https://bit.ly/3M682Fl
https://assets.publishing.service.gov.uk/media/64f0a68ea78c5f000dc6f3b2/Keeping_children_safe_in_education_2023.pdf
https://assets.publishing.service.gov.uk/media/63ea66238fa8f56130bbcc32/Providing_remote_education_non-statutory_guidance_for_schools.pdf


Online Safety Posters

SMART Rules

You can’t block out feelings

How fake is your feed?
“Own Your Online Identity” LGBTQ+ Poster 

Reporting Abuse at School

Online Safety and Social Media 

Digital Wellbeing and Schools 

Online Safety and Gaming 

Pressured for Pics 
Lies and things friends just don’t say… 

Who am I really chatting to online? 

Perfect Social Lives 

The Going Viral Spiral 

Get away from it all…

Resource/Content Credit to: 

Internet Matters 

Think you know 

Childnet 

BBC 

LGfL 

SWGfL 

Ditch the Label 

Department for Education 

The UK Council for Internet Safety 

Project Evolve 

NSPCC 

UK Safer Internet Centre

Dataspire Solutions Marketing 

https://www.childnet.com/wp-content/uploads/2020/07/SMART-rules-Poster-A3.pdf
https://www.childnet.com/wp-content/uploads/2020/07/Block-out-feelings.pdf
https://www.childnet.com/wp-content/uploads/2020/07/How-fake-is-your-feed.pdf
https://www.childnet.com/wp-content/uploads/2022/05/Pride-Poster.pdf
https://learning.nspcc.org.uk/media/2591/report-abuse-in-education-helpline-poster.pdf
https://swgfl.org.uk/assets/documents/online-safety-and-social-media.pdf
https://swgfl.org.uk/assets/documents/digital-wellbeing-resource.pdf
https://swgfl.org.uk/assets/documents/online-safety-and-gaming.pdf
https://www.childnet.com/wp-content/uploads/2020/07/Pressured-for-pics.pdf
https://static.lgfl.net/LgflNet/downloads/online-safety/posters/LGfL-DigiSafe-Poster-A3-Lies.pdf
https://www.childnet.com/wp-content/uploads/2020/07/Who-am-i-chatting-to-online.pdf
https://www.childnet.com/wp-content/uploads/2020/07/Perfect-social-lives.pdf
https://www.childnet.com/wp-content/uploads/2020/07/Going-viral-spiral.pdf
https://learning.nspcc.org.uk/media/1619/childline-posters-secondary-schools-english.pdf


About Dataspire
For over 17 years, Dataspire has been supporting schools and academies across the 
UK and British International Schools in the Middle East with a clear objective of creating 
digitally confident users that drive improved teaching and learning outcomes. 

With this wealth of experience, we know and understand the challenges that schools are 
facing and we want to help! 

We are passionate about education and that’s why all our solutions are designed to:       

•  improve outcomes for children and young people       

•  help teachers to focus on teaching and learning        

•  support senior leadership teams to drive progressive learning communities       

... and create ICT confidence 

Get in touch to find out how we can create ICT confidence at your establishment today.

Whichever way you choose to contact us, 

we look forward to hearing from you. 

Visit our website at: www.dataspire.co.uk 

Email us at: info@dataspire.co.uk

Call us at: 0345 603 1233

Or follow us on any of our social channels:

https://www.facebook.com/Dataspire
https://www.linkedin.com/company/dataspire-solutions
https://www.instagram.com/dataspireuk
https://twitter.com/DataspireUK
https://www.youtube.com/channel/UCEUb9ms5tWfR3xAmF3L5O_A/featured



